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Security Auditing Check-Up
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CAUD Command Display:

Current Security Auditing Values

Security Auditing Journal Yalues
Security journal QAUDJRN exists

Journal receiver attached to QAUDJRN
Library .

Security Auditing System Values
Current QAUDCTL system wvalue

Current QAUDLYL system wvalue

Current QAUDLVYL2 system value .
Press Enter to continue.

F3=Exit F12=Cancel
(C) COPYRIGHT IBM CORP. 1980, 2003.
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YES

AUDRCYO363
QGPL

xAUDL VL x0BJAUD xNOQTEMP

xAUTFAIL xDELETE x0BJMGT
xPGMFAIL xSYSMGT xSAYRST
xSECURITY xSERVICE xCREATE
x JOBDTA xAUDLYL2

*xNETFAIL
Bottom
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Journal
Attached receiver
Text .

ASP . . . . .
Message queue
Library -
Manage receivers .
Delete receivers .
Journal cache
Manage delay .
Delete delay .
Journal type .
Journal state
Minimize entry data

USL

S Avallianility: or Audit Da:
ormrmzric WRKIRNA QAUDJRN

Lel

Work with Journal Attributes

QAUDJRN

AUDJRNOOOG6

Library . . . . . . = QSYS

Library AUDJRN

Security Audit Journal

1

QSYSOPR
*|_1BL

*SYSTEM

*NO

*NO

10

10

*LOCAL

*ACTIVE

*NONE

F13=Displav iournaled files
F15=Work with receiver directory

Journaled objects:
Current . . . . . = 6
Maxamum - . 250000
Recovery count . *SYSDFT
*RMVINTENT
*MAXOPT2

Receiver size options:

More. ..
Fl4=Display journaled access paths
F24=More keys
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Work with Receilver Directory

Journal . . . . . . : QAUDJRN Library . . . . . . : QSYS

Total size of receivers (in kilobytes) . . . . . . . . . . . = 746840

Type options, press Enter.
4=Delete

Attach Save
Receiver Library Number Date Status Date
AUDJRNOOO1 AUDJRN 00001 12/12/09 ONLINE 12/30/09
AUDJRNOOO2 AUDJRN 0]0]0]0)% 12/21/09 ONLINE 12/30/09
AUDJRNOOO3 AUDJRN 00003 01/01/10 ONLINE 02/30/10
AUDJRNOOO4 AUDJRN 00004 02/13/10 ONLINE 02/23/10
AUDJRNOOO5 AUDJRN 00005 02/16/10 ONLINE 02/23/00
AUDJRNOOO6 AUDJRN 0]0]010]5) 02/26/10 ATTACHED 00/00/00
Bottom

Parameters or command

=_==>

F3=Exit F4=Prompt F5=Refresh FO9=Retrieve Fli1=Display size

F12=Cancel F17=Top F18=Bottom
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Display Journal Receiver Attributes
Receiver . . . . . . . = AUDJRNOOO1 Library

Journal . . - . QAUDJRN Library
Threshold (K) - e .. 1500000 Size (K) .
Attach date . . . . . : 12712709 Attach time
Detach date . . . . . : 12/21/09 Detach time
Save date . . . . . . = 12730709 Save time

Text . . . . . . . . . Security Audit Journal Recelver

Auxiliary storage pool . . . . . . . . . - e .. 1
Status . . . .- - e o oot ONLINE
Number of entrles C e e e e e e e .. 28260
Minimized fixed length . . . . . . . . . . . . . . = NO
Receilver maximums option - - - - .z 2
Maximum entry specific data Iength - - . s 6496
Maximum null value indicators . . . . . . .. s 0]
First sequence number . . . . . . . . . . . . - 1

Last sequence number . . . . :

F3=Exit F5=Refresh F6=Display associated receivers
F10=Work with journal attributes F12=Cancel

AUDJRN

QSYS
28740
20:17:35
00:33:13
07:-:13:23

GCEPYHUNE2010/=1Dan RIemn




QAUDJRN Extraction Methoeds Pres & Cons
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DSPAUDJRNE (Display Audit Journal Entries)
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CPYAUDJRNE (Copy Audit Journall Entries)
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DSPJRN (Display Jeurnal) *OUTEILE

Alllews! e maximum: Selection; crtena
OUipUL ter iuliy fermatted*OUNEICE
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Jo — Common Entry Data
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QASY #rJ5 — Formatted Entry Specitic: Data
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Standard method used —
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Eerensic Analysis - Research Examples
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Auditing Sensitive CL Commanads
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Extracting Command Usage from QAUDIRN
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Jo — Common Entry Data
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QASY.#»J5 — Entry Specific Data
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Now: that | have my ~“OUTEILCE, \What next?
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B3 Microsoft Excel - cdmodel.csv

@_)I File Edit Wiew Insert Format Tools Data  Window Help  Adobe PDF Type aguestionforbelp = o @ X
BT R IR A AT - S A RS RS T O | EE Y
@9 @ sl |3 By | el it chanoes, endReve Jil i -0 =B Z U |SEEHS % BB "o-a-H
: i) Share This File | WehEsx = !
1 - f In CL Pgm?
E | F | 6 | | | —— L | M | N w
1 [Timestamp Job Mame Job User Program name  User C=CL Cmd Command Cmd Lib Obj TypefIn CL Pgm?§Command String
2 |2010-02-26-09.54.30.515200 | QSASRYVR QUSER DWTCHGJB QSECOFR C RMYENWWAR (QSYS  *CMD ASYSRMYENYWAR ENVWVAR(LANG) LEVEL(JOE)
3 [2010-02-26-09.54.32 480160 | QSASRVR QUSER OWTCHGJB QSECOFFR RMYENWWAR QSYS  *CMD A5YSRMYENWWAR ENVWVAR(LANG) LEVEL(®JOB)
4 [2010-02-26-09.54.37 575248 QSQSRYVR QUSER DWTCHGJB QSECOFR RMYENWWAR QSYS  *CMD A5YSRMYENYWAR ENVWVAR(LANG) LEVEL(®JOB)
| 5 [2010-02-26-09.54.38 300272 QS5QASRYVR QUSER OWTCHGJB ASECOFR RMYENWWAR (QSYS  *CMD ASYSRMYENYWAR ENVWVAR(LANG) LEVEL(®JOB)
| B [2010-02-26-09.54.39. 476992 QSQSRYVR QUSER DWTCHGJB QSECOFFR RMVENWAR (QSYS  *CMD ASYSRMYENWWAR ENVWVAR(LANG) LEVEL(®JOE)
7 [2010-02-26-09.54.56. 781248 QYPSISVR QYPSJSVR QCMD QSECOFR CRTOTAG QsYs  "CMD ASYS/CRTDTAC DTAQAMGTC2/QYPSIOTALR) TYPE™
8 [2010-02-26-10.39.37 656144 QPADEMWDOON QSECOFR |QCHD QSECOFR WRKPRB QEYS  *CMD WRKPRB
| 8 [2010-02-26-10.39.44. 308760 QPADENWDOON QSECOFR |QCHD QSECOFFR WRIKACTIOB QSYS  *CMD WWRIKACTIOB
|10 [2010-02-26-10.39.48.564560 QPADEWDOON QSECOFR |QCWD QSECOFR SIGNOFF QASYS  *CMD SIGNOFF
11 [2010-03-01-17.00.02.435472  QSSAUTORTF | QSECOFR |QCWD QSECOFFR CALL QAsYS  *CMD CALL PGM(QSYS/MASSAUTORPTR)
12 [2010-03-01-17.00.02.675520 QSSAUTORTF  QSECOFR |QCWD QSECOFR CHGJOB QAsYS  *CMD CHGJOE CCSIDET
|13 [2010-03-01-17.00.06.7931668 QSSAUTORTF  QSECOFR |QCHMD QSECOFR CHGJOB QsYS  *CMD CHGJOE CCSIDES535)
14 [2010-03-01-17.00.08.211408 QSSAUTORTF QSECOFR |QCWD QSECOFFR CHGJOB QAsYS  *CMD CHGJOE CCSIDET
| 15 |2010-03-01-17.00.08.2158304 Q39AUTOPTF | QSECOFR |QCMD QSECOFR CHGJOE QEY3  *CMD CHEJOE CCSIDES53a)
|16 |2010-03-01-17.00.08.4274858 QSVFYCNN  QSECOFR |QPOIPCP2 QSECOFFR CHGJOE QsYs  *CMD CHGJOE CCSIDET
17 |2010-03-01-17.00.09.267152 QSVEYCNN - QSECOFR |QPOIPCP2 QSECOFFR CHGJIODE QsYs  *CMD CHGJOE CCSIDESS35)
18 |2010-03-01-17.01.08.041760 QSVFYCMM  QSECOFR  QPOZFCR2 QSECOFR CHGJOE QsYs  "CMD CHGJOE CCSIDET)

EED']D—DS—D']—W.D'].44.399344 QEA5RYVR QUEER WTCHGIB QSECOFE
20 [2010-03-01-17.02.21 637360 | QZRCERYS QUEER WTCHGIB QAEECOFF

RMYEMNWWAR Q5YE  "CMD
RWMYEMNWWAR Q5YE  "CMD

QAEYSRMYENYYAR ENVWVAR(LANG) LEVEL(™JOE)
QEYS/RMYENYYAR ENVVAR(LANG) LEVEL(™JOE)

=hisisiisislsiisisiisiisiisiisisilisilsleslsiisiisiisioioiloNeNailsalleiielellele e ilei el ool olie]
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|21 [2010-03-01-17.02.41.739520  Q5VEYCNM QSECOFR QPDZIPCF2 QSECOFR CHGJOB QSYS  *CMD CHGJOB CCSIDET)

|22 [2010-03-01-17 0242 235632 | ASASRVR QUSER CWVYTCHGIE GSECOFR RMWERNYWAR QSYS  *CMD QY S/RMVENYWAR ENVYVARLANG) LEVEL(™JOE)
|23 |2010-03-01-17.02.44 963376 QSVFY CNN QSECOFR QPDZIPCF2 QSECOFR CHGJOE QsYs  *CMD CHGJ0E CCSIDESS35)

24 12010-03-01-17.02.46.862000 Q59AUTOPTF  QSECOFR |QCMD QSECOFR CHGJOE QASYSsS  *CMD CHGJOEB CCSIDET)

|25 |2010-03-01-17.02.47 BA376 OE05RVRE QUSER CSOSRYR QSECOFR CHGAORYA QsYs  *CMD CHGORYA QRYTIMLMT("SY SvAL) DEGREE(™SY SvAL)
|26 |2010-03-01-17 .02.47 805600 | Q53AUTOPTFE  QSECOFR |GCMD GSECOFR CHGJOB QsYs  *CMD CHGJOB CCSIDES535)

27 2010-03-01-17.02.45.103520 Q59AUTOPTFE  QSECOFR |GCMD QSECOFR CHGJOB Q5Y¥s  *CMD CHGJOB CCSIDET)

|26 |2010-03-01-17.02.45.1667/68 QS9AUTOPTF  QSECOFR |GCMD GSECOFR CHGJOB QsY¥s  *CMD CHGJOB CCSIDES533)

|29 12010-03-01-17 .02.458 342576 QS9AUTOPTFE  QSECOFR |GCMD QSECOFR DLTF Q5Y¥s  *CMD DLTF FILE[QTEMP/QASIHDWYLF)

|30 |2010-03-01-17.02.458 360208 | QS9AUTOPTF  QSECOFR |GCMD GSECOFR DLTF Q5Ys  *CMD DLTF FILE{QTEMP/QASIHDWWRF)

|31 |2010-03-01-17 02,458 795224 Q=05RVR QUSER QSOSRYRE QSECOFR CHGORYA QsYs  *CMD CHGORYA QRYTIMLMT(™SY SWAL) DEGREE(™SY SvAL)
32 [2010-03-02-02 20 40 441824 QPADEYOOON QSECOFR  QCMD CISECOFR WRIKACTIOR QSYS  *CMD WYRIKACTIOR

33 [2010-03-02-02.20.43.119104 QPADEYOOON QSECOFR  QCMD QSECOFR SIGNOFF QsYs  *CMD SIGMNOFF

34 [2010-03-02-05 59 58 313984 QPADEWOOON QSECOFR  QCMD CISECOFR WRIKACTIOR QSYS  *CMD WYRIKACTIOR

35 (2010-03-02-06.00.01 089245 QFADEYOOON QSECOFR  QCMD QSECOFR DERSYSWAL QSYS  *CMD DSPSYSWAL SYSWALIOMODEL)

36 (2010-03-02-06.02.27 101072 QFPADEYOOON QSECOFR  QCMD QSECOFR WRKACTIOB QSYS  *CMD WRIKACTIOR

37 [2010-03-02-06.02.30 767024 QFADEYOOON QSECOFR  QCMD QSECOFR DEPMEG QsYs  *CMD DSPMSG MSGR{ASYSOPR)

38 [2010-03-02-06.02.33 391440 QPADEYOOON QSECOFR  QCMD QSECOFR SIGMNOFF QsYs  *CMD SIGMNOFF

39 |2010-03-03-22.36.11.585456 QPADEWIOOP Q3ECOFR QCMD Q3ECOFR CALL QSY3  *CMD CALL PGWMIQCMDYLIBL

40 |2010-03-03-22.36.45. 316800 QPADEWIOOP QSECOFR  QCMD QSECOFR RSTOE QSY3  *CMD RSTOBJ OBJ(APY™ SAVLIB(@SETEST) DEV(*SAWF) S
41 12010-03-03-22.37 .14 260200 QPADEWIOOP  QSECOFR QCMD QSECOFR APYDETECT | QTEMP *CMD QTEMPIAPYDETECT BCHJOB(N) TFROTALY) DEVICE(™: »
M 4 » W[\cdmodel / |« ]
PDpawr e [Autashapese N\ N O A E Al B @ d-2-A- === @ Lj!
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Reporting Access to Sensitive Eiles?

CHGOBJAUD OBJ(SECLIB/CREDITCARD) OBJTYPE(*FILE) OBJAUD(*ALL)

CHGOBJAUD OBJ(SECLIB/CREDITCARD) OBJTYPE(*FILE) OBJAUD(*CHANGE)
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Extracting Read-Only Access 1ol CREDITCARD Elle
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Extracting Updatie Access o) CREDINCARID Elle
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Fields of Interest for ZC and ZR entries
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Selected Entry Speciiic Data
o) anad Entries
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Reporting ZC€ and ZR for CREDITCARD
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EXtracting ODBC Update ACCESS
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Don't Eerget te Start Auditing the Ohjects

CHGOBJAUD OBJ(SECLIB/MYFILE) OBJTYPE(*FILE) OBJAUD(*ALL)
CHGOBJAUD OBJ(SECLIB/MYFILE) OBJTYPE(*FILE) OBJAUD(*CHANGE)
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Reporting Changes To System Values
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EXtracting Changes o System: Values
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System Value Entry: Speciiic Data

@erEeldsreiNnteresi
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Reporting Deleted Ohjects
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EXtractingl Infermation; on Deleted Okjects
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DO — Entry Specific Data
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Repoerting Changes Made: te the Joh Scheduler
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Reporting Changes Made te the Exit Progiram: Registhy
(WRKREGINESADDEXINIRPGN, etc.. Opuens L and 2)

@Eoepyrght 2010/ — Dan Riehl




Journal Entry. Types by “AUDLVIE values

Layeut et AllfJeurnal Entry OUNEICES
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